Predictive analytics in incident prevention

Predictive analytics can support risk management by identifying where failures
are likely to occur and what can be done to prevent them
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ompanies are generating ever
Cincreasing amounts of data

associated with business oper-
ations, leading to renewed interest
in predictive analytics, a field that
analyses large data sets to iden-
tify patterns, predict outcomes, and
guide decision-making. Companies
are also facing a complex and ever
expanding array of operational risks
to proactively identify and mitigate.
While many companies have begun
using predictive analytics to iden-
tify marketing/sales opportunities,
similar strategies are less common

in risk management, including
safety.
Classification  algorithms, one

general class of predictive analyt-
ics, could be particularly beneficial
to the refining and petrochemical
industries by predicting the time
frame and location of safety inci-
dents based on safety related
inspection and maintenance data,
essentially leading indicators. There
are two main challenges associated
with this method: (1) ensuring that
leading indicators being measured
are actually predictive of incidents,
and (2) measuring the leading indi-
cators frequently enough to have
predictive value.

A case study to illustrate this
process is discussed in this article.
Using regularly updated inspec-
tion data, the author developed a
model to predict where broken rails
are likely to occur in the railroad
industry. The model was created
using a logistic regression modi-
fied by Firth’s penalised likelihood
method, and predicts broken rail
probabilities for each mile of track.
Probabilities are updated as addi-
tional data are collected.
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In addition to predicted broken
rail probabilities, the model iden-
tifies the variables with the most
predictive validity (those that sig-
nificantly contribute to broken
rails). Using the model results,
the railroad was able to iden-
tify exactly where to focus main-
tenance, inspection, and capital
improvement resources and what
factors to address during these
activities. Validation tests of the
model revealed 70% of the actual
broken rail incidents occurred on
the 20% of segments at highest risk
for broken rails.

The same methodology could
be used in the refining and petro-
chemical industries to manage risks
by predicting and preventing inci-
dents, provided that organisations:

e Identify leading indicators with
predictive validity

* Regularly measure leading indi-
cators (inspection, maintenance, and
equipment data)

® Create a predictive model based
on measured indicators

e Update the model as data are
gathered

e Use the outputs to prioritise
maintenance, inspections, and cap-

ital improvement projects and
review  operational  processes/
practices.

Predictive analytics is a broad
field encompassing aspects of vari-
ous disciplines, including machine
learning, artificial intelligence, sta-
tistics, and data mining. Predictive
analytics uncovers patterns and
trends in large data sets. One type
of predictive analytics, classification
algorithms, could be particularly
beneficial to the refining and petro-
chemical industries.

Classification algorithms can be
categorised as supervised machine
learning. With supervised learn-
ing, the user has a set of data that
includes predictive variable meas-
urements which can be tied to
known outcomes. In the model dis-
cussed in the case study section
of this article, various track meas-
urements (for instance, curvature,
crossings) were taken during a two-
year period for each mile of rail.
The known outcome, in this case, is
whether a broken rail occurred on
each rail mile during that two-year
period.

An appropriate modelling algo-
rithm is then selected and used to
analyse the data and to identify
the relationships between the var-
iable measurements and the out-
comes to create predictive rules (a
model). Once created, the model is
given a new data set containing pre-
dictive variable measurements and
unknown outcomes and will then
calculate the outcome probability
based on the model rules. This is in
comparison to unsupervised learn-
ing types, in which algorithms detect
patterns and trends in a data set with
no specific direction from the user,
other than the algorithm used.

Common classification algorithms
include linear regression, logis-
tic regression, decision tree, neural
network, support vector machine/
flexible discriminants, naive Bayes
classifier, and many more. Linear
regressions provide a simple exam-
ple of how a classification algorithm
works. In a linear regression, a
‘best-fit’ line is calculated based on
the existing data points, providing a
y = mx + b line equation. Inputting
the known variable (x) gives a
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prediction for the unknown
variable (y).

Most real world relationships
between variables are not lin-
ear, but complex and irregularly
shaped. Therefore, linear regres-
sion is often not useful. Other clas-
sification algorithms are capable of
modelling more complex relation-
ships, such as curvilinear or loga-
rithmic relationships. For example,
a logistic regression algorithm can
model complex relationships, can
incorporate non-numerical varia-
bles (for instance, categories), and
can often create realistic and sta-
tistically valid models. The typi-
cal output of a logistic regression
model is predicted probabilities of
the outcome/event occurring. Other
classification algorithms provide a
similar output as logistic regression,
but the required inputs are different
between algorithms.

The modelling of complex rela-
tionships is particularly useful in
risk management, where risk is typ-
ically prioritised based on the like-
lihood and potential severity of a
particular outcome. Modelling the
risk factors that contribute to that
outcome results in a precise and
statistically valid estimate of out-
come likelihood. In contrast, many
risk assessments measure ‘likeli-
hood” on a categorical scale (once
in ten years, once a year, multiple
times per year), which is less pre-
cise, more subjective, and makes it
impossible to distinguish between
risks that are in the same broad cat-
egory. Other techniques exist to
quantifiably assess potential sever-
ity in a risk assessment, but that is
beyond the purview of this article.

Case study

The author developed a predic-
tive broken rail model for railroad
application. Broken rails are a sig-
nificant driver of derailment risk

in railroad operations. Derailments
caused by broken rails tend to have
more severe consequences com-
pared to other derailment causes
since broken rail derailments typ-
ically occur at higher speed with
little or no warning. The ability
to predict where broken rails are
likely to occur would allow for
more effective management of bro-
ken rail derailment risk through
targeted track inspections, main-
tenance, and capital improvement
programmes.

The author developed and vali-
dated a predictive model of broken
rail derailments on a mile-by-mile
basis. The objectives were to:

e Identify the various factors that
drive broken rail risk

* Quantify how each risk factor
affects broken rail risk

* Develop a risk profile for each
mile of track based on current and
historical risk factors

e Translate the model results into
easily understood language, thereby
allowing field managers and engi-
neers to prioritise corrective actions
in real time based on current risk
profiles.

Model development

The model development process
followed these basic steps:

e Identification of potential pre-
dictor variables based on expert
judgment

e Statistical evaluation of potential
predictor variables for significance
(a=0.05)

* Model development, evaluation,
and selection

* Model output refinement

* Ongoing updates as new data are
gathered.

Statistical model selection

Selection of an appropriate model-
ling methodology depends on the
characteristics of the data that are

Significant variables and p-values for broken rail model

Variable p-value Variable p-value
Previous broken rails ~0.0 Track defects 1.503x10®
Track adjustments ~0.0 Curvature 4.038x107
Welds ~0.0 Accumulated tonnage ~0.0
Rough rail (proprietary) 1.188x107 Joints 2.496x10°1°

Table 1
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being modelled. Review of the pro-
vided data indicated that:
e The predictor variables included
both continuous (numerical) and
categorical data (for example, class
of rail, type of metal)
e The outcome variable was binary
(that is, either a broken rail occurred
or not)
e The number of null outcomes (no
broken rail) significantly exceeded
the number of broken rail events.
Because the outcome variable was
binary, a logistic regression model
was initially considered. However,
the disparity between null outcomes
and broken rail events presented a
significant risk of biasing the model.
As a result, a penalised likelihood
logistic regression (using the Firth
method) was chosen for model-
ling the broken rail data. The Firth
method reduces bias resulting from
disparities in outcomes, thereby
allowing for a more representative
model.

General model notes

All model development activities
were performed in the statistical
software program ‘R’ (v. 3.2.2) using
the logistf package. Each variable
was evaluated for validity using
the p-value determined by R. The
p-value gives the probability that
any observed relationship between
a predictor variable and the out-
come variable is caused by random
chance. Smaller p-values indicate
that the relationship is not due to
random chance, but rather to a valid
predictive relationship between the
two variables. Typically, p-values
below 0.05 are considered statisti-
cally significant.

As with any statistical model, data
accuracy is crucial for both the mod-
elling process itself and for ongo-
ing interpretation of the model. It
is beneficial to review data collec-
tion processes to ensure that all
model variables are measured and
recorded accurately.

Variable identification

As the initial step in model develop-
ment, subject matter experts within
the railroad company were invited
to brainstorm potential variables
that influence whether a broken
rail occurs. Emphasis was placed
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on variables for which the rele-
vant data were publicly available or
gathered by the railroad company
itself.

Modelling

A data set was created that associ-
ated each mile of track with meas-
urements for each potentially
predictive variable and the outcome
variable (whether a broken rail
occurred). The data set was mod-
elled using the logistf package in
‘R" (v. 3.2.2). Approximately 80% of
the data set was used for training
the model, while the other 20% was
used to assess the accuracy of the
trained model. The significant varia-
bles and corresponding p-values are
given in Table 1.

Figure 1 shows a lift curve of the
model predictions versus the per-
formance of a random chance
model. The greater the difference
between the model performance
and random chance performance,
the more effectively the model is
predicting broken rail occurrence.
Figure 1 suggests strong model per-

formance compared to random
chance.
Model outputs

The primary output of the mod-
elling process consists of model
coefficients for all significant pre-
dictive variables. These coefficients
are combined into a model equa-
tion, which can be used to calcu-
late the predicted probability of the
model outcome (in this case, broken
rails) based on the predictive varia-
ble measurements. Additional tools
can be developed based on the coef-
ficients and the predicted proba-
bilities to aid in understanding the
model results. For example, a tor-
nado chart can be used to visually
depict how each predictor variable
in the overall model contributes to
the outcome.

In the current Broken Rail Model,
the following outputs were calcu-
lated for each mile of track in the
system:
¢ Predicted broken rail probability
* Risk multiplier (how much more
likely is a broken rail compared to
the lowest risk mile?)

e Risk contribution for each predic-
tor variable.
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Figure 1 Lift curve for broken rail model

Predicted broken rail probabili-
ties and risk multipliers are used to
identify the track miles that have the
highest risk of experiencing a broken
rail. Risk contribution scores identify
the predictor variables that must be
addressed on each mile to reduce the
overall broken rail risk. Using these
scores, maintenance work and capi-
tal improvements can be prioritised
to first address the most significant
risk factors on the track miles with
the highest overall risk.

Models could be
created to predict the
probability of failure
for specific types of
equipment within

a refinery

Implications for petroleum refining
and petrochemicals

While this case study focuses on
application of predictive analytics
to the railroad industry, the same
general approach can be trans-
lated for use in petroleum related
industries. Pipeline integrity pro-
grammes, for example, can ben-
efit from predictive modelling
approaches. Pipelines are similar
to railroad tracks in that they are
vital infrastructure spread over a
large geographic area with signifi-
cant consequences if failure occurs.
Additionally, many companies are
using specialised instruments to

assess pipeline integrity. The data
generated by these pipeline assess-
ments provide a starting point for
predictive modelling of pipeline
failures.

While pipeline integrity is an
obvious natural fit for this type of
modelling, there are many poten-
tial EHS related applications as
well, including mechanical integrity
and human error risk. For example,
models could be created to predict
the probability of failure for spe-
cific types of equipment within a
refinery, like pumps, valves, piping,
boilers, vessels, or tanks.

The applicability of predictive
modelling is limited by the data
that are available. For example, the
author has explored the application
of predictive analytics for clients
in the refining and petrochemical
industries. The initial phase in each
of these projects uncovered the
importance of gathering a large
amount of high quality quantitative
data in a form appropriate for mod-
elling. (Narrative text for what hap-
pened in a safety incident cannot be
input into a model to yield predic-
tive results.) Once adequate data are
amassed, it becomes possible to turn
them into a full and useful analytics
programme.

Regardless of the application,
the key considerations in assessing
whether modelling may be appro-
priate include:

* What will the model predict (out-
come of interest)?

* What factors increase or decrease
the likelihood that the outcome of
interest will occur (risk factors)?
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e What data are available (inter-
nally or externally) that measure
the outcome of interest and the risk
factors?

* What is the quality of the data?

* What are the costs and benefits of
gathering data that are not currently
available?

There are many common pitfalls
to completing an analytics project,
but most involve insufficient con-
sideration of the above. For exam-
ple, many companies that are eager
to begin an analytics project focus
solely on using data they already
have, without considering the qual-
ity, whether it is appropriate for the
model they would like to build, or
even if it is appropriate for mod-
elling in general (for instance,
free-form text). For this reason,
advanced planning and a robust
assessment of data quality and util-
ity are all crucial to the success of an
analytics project.

Conclusion

Much like the railroad case study,
a classification algorithm could be
used to predict the timeframe and
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location of safety related incidents
based on leading indicators, pro-
vided that organisations:

e Identify risk factors with predic-
tive validity (leading indicators)

® Regularly =~ measure  leading
indicators

® Create a predictive model based
on measured indicators

e Update the model as new indica-
tor data are gathered

e Use the outputs to prioritise
maintenance, inspections, and cap-

ital improvement projects and
review  operational  processes/
practices.

Companies in the refining and pet-
rochemical industries are currently
generating and recording unprece-
dented amounts of data associated
with operations. Companies that
strive to be best-in-class will need to
use that data intelligently to guide
business decision-making, particu-
larly within the field of risk manage-
ment. Predictive analytics can aid
effective risk management by iden-
tifying where failures are likely to
occur and what companies can do to
prevent those failures.

The versatility of predictive
analytics, including the method
described in this case study, can
be applied to help companies ana-
lyse a wide variety of problems. In
this way, companies can explore
and investigate past performance,
gain the insights needed to turn vast
amounts of data into relevant and
actionable information, and create
statistically valid models to facilitate
data driven decisions.
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